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Prawidtowa konfiguracja ISA Server 2004 do wspoétpracy z

programem Arcabit

(instalacje bez Arcabit Administratora)

Konfiguracja ISA Server w wersji 2004:

* Logujemy sie w konsoli serwera ISA jako uzytkownik Administrator.

* Wybieramy w pasku zadan kolejno:

Start -> Wszystkie programy -> Microsoft ISA Server -> ISA Server Ma-

nagement

B= Microsoft Internet Security and Acceleration Server 2004

Microsaft-

Internet Security &
Acceleration Sefverzo0a
Standard Edition

Getting Started

{g}‘\‘ Getting Started with ISA Server 2004
B

Follow these steps to set up your ISA Server networks and protect the computers in these networks

(._%?) while allowing traffic to fiow between them

Before you begin, read about securing your IS4 Server computer

Define Your ISA Server Network Configura

n

Select a predefined network template to create your ISA Server network layout and apply default
policy rules. Use network rules to specify NAT or route relationships between your ISA Server
networks,

View and Create Firewall Policy Rules

Create rules defining how ISA Server allows secure access to Internet sites, corporate e-mail,
network servers, services and websites inside and outside your corporate network. Use the
system policy editor to define how ISA Server enables the infrastructure necessary to manage
network security and connectivity. Read about system policy...

Define How ISA Server Caches Web Content

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated.

Configure VPN Access

3
a |

Enable and configure a secure virtual private network (VPN) for remote cient access to the
Internal network.

Monitor your ISA Server Networks

Use monitoring options to view current details about your system, to verify connectivity, define
alerts and generate reports.

e

/ Tasks (TR

Tasks

[#f Define Administrative Roles

X Disconnect selected Server
from Management Console

(%) Backup this 134 Server
Configuration

(3) Restore this I3 Server
Configuration

Related Tasks
() Export [sA Server
Configuration to a File
(3) Import from an Exported 154
Server Configuration File

* Rozwijamy ,hazwa hosta” (w tej instrukcji ,nazwa hosta” to ,Server”):

rosoft Internet Security and Acceleration Server 2004

pik pkca  Widok  Pomoc

2

[ Microsoft Internet Security and Accele
B

-] Monitaring

- 12 Firewal Policy
123 Virtual Private Networks (¥PN)

Microsoft Y
Internet Security &
Acceleration Sefver 2004
Standard Edition

Getting Started

% Configuration

f@ Getting Started with ISA Server 2004
g“q\‘? Fallaw these steps to set up your I5A Server netwarks and protect the computers in these networks

%‘ while allowing traffic to flow beteen them.

Before you begin, read about securing your ISA Server computer,

Define Your ISA Server Network Configuration

Select a predefined network template to create your ISA Server network layout and apply default
policy rules. Use network rules to specify NAT or route relationships between your ISA Server
networks,

View and Create Firewall Policy Rules

Create rules defining how ISA Server allows secure access to Internet sites, corporate e-mail,
network servers, services and websites inside and outside your corporate netwark. Use the
system polcy editar to define how ISA Server enables the infrastructure necessary to manage
network security and connectivity. Read about system palicy...

Define How ISA Server Caches Web Content

Define 2 cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated.

Configure VPN Access

3
a |

Enable and configure a secure virtual private network (VPN) for remote cient access to the
Internal network.

Monitor your ISA Server Networks

Use monitoring options to view current details about your system, to verify connectivity, define
alerts and generate reports.
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from Management Console

(%) Backup this IS4 Server
Configuration

(3) Restore this [5A Server
Configuration

Related Tasks
(#) Export 154 Server
Configuration to a File
(3) Import from an Exported 154
Server Configuration File
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* Wybieramy prawym klawiszem myszy ,,Firewall Policy”:

B Microsoft Internet Security and Acceleration Server 2004 & x|
Plik  Akcja  Widok  Pomac
=] RED LDFXD® O3
[ Microsoft Internet Security and Accele &
=g server ternet Security
Q-E Mot Acceleration Serverzo04 ==y
H ) Standard Ediion
) tusl Prbvate Networks (+PA) TooBen Tasis (TP
S5 Canfiguration m—
| Hame | Action | Protacals | From f Listener | To | Condition -
i [2]1 585 Locahost Dh... () Alow L DHCP (reply) (@) External “b.localHost % All Users Firewall Policy Tasks
iz ses Rww web p... (2 Alow l_‘,; HITP (73585 web lit... |a] publishing.s... B Al Users 3 Create New Access Rule
1 HrTPS 51 Publish a Web Server
a3 5B5OWAWebP.. (@ Alow LHTTP (73585 Web list... |a] publishing.s... % All Users ) Publish a secure Web Server
L HrTPs 51 Publish a Mai Server
)4 58S RWW Inbou... () Alow I SBS_Custo... @ External heLlocalHost R AllUsers 5] Create New Server Publishing
()5 sESFTP Server ... (@alon L FTP @ External olocal Host % Al Users o R e
7 a %] P —
[B)e  sBSFIP Outhou... () alow LLEFTR olocalHost @) Extemal Al Users % Delete Selected Rues
()7 sesrOPServer.. (@ Alow LLRDP (Temi... @ External <hlocalHost Al Users & Move Selected Rules Down
(s =BSROP Guthou... () Mlow 4] RDP (Termi... - Local Host @ External B Al Users (®) Disable Selected Rules
[F)s  sBsPeTR Outho... (@ alow L PeTR “ilocaltost @ External 2 Al Users s et
P 2 ystem Policy Tasl
[ 10 sBs smtp Server .. () Alow L] sMTe @ External blocalHost Rl Users y ?:hcy
[ 11 565 WNTP Outbo... () Alow L4 TP i-localHost (@ Extemnal Al Users G Show System Poicy Rules
[E12 =8 POP3 Outbe... () Alow I PoP3 - Local Host @ External Al Users (#) Export Syst=m Foicy
[713 585 smtp outbo,. () Alow L] sMTp localHost @ External Al Users (3) Import System Policy
= [#]14 58S Localhost Ac... (@) Alow  LLEHTTP holocalHost ) External Al Users
@ i & Related Tasks
HTTPS
l@ Idert [#f Define IP Preferences
L e (uoe) (%) Export Frewall Polcy
[#]15 sBsProtected M. (@ Alow L4 lloutbou... < All Protected... <2 All rotecte... By Allusers  — (3) Import Frewal Policy
= [2]16 5BS Micrasoft Up. . () Mlow L] HTTP <l 8l Pratected. . [] Microsoft Er... 8 all Users
lﬁ HTTPS [i5 svstem Pali...
[#]17 565 Internet Acc... () Alow [0 Al Outbou... <&, All Protected. .. @) External 58S Internet U
« 4 |
[Gotowe |

* Wybieramy z menu:

Nowy -> Access rule...

rosoft Internet Security and Acceleration Server 2004 & x|
Plk  Akcja  Widok  Pomoc
e LECICR NONT
|53 Microsoft Internet Security and Accele Microsaft: &
-l server Internet Security
@-E oritorin Acceleration Server2004 Firewall Policy
2 Standard Edlion
o e Refrech oo
irewall Policy Toub
g r— (Feey
R |+ | Mame | action | Protacals | From f Listener | To | Conditian a
Edit SystemPoliey...  |LJ1 585 Locahost Dh... () alaw L. DHCP (reply) @ Extemal “ilocalHost % all Users Firewall Policy Tasks
T 2wl - B 'ETTP (7355 web lit... |a] publishing.s... B Al Users 3 Create New Access Rule
S, HebseverPubhingRe. TIPS {51 Publish a Veb Server
e Segure Web Server Publishing Rule...  HTTP (70585 Web lisk.. a] publishing.s... % AllUsers <) Publish 2 Securs Web Server
Pamoc Mail Server Publishing Rule.. HTTRS =) Publish a Mai Server
[~ Server Publishing Rule...
= — —bB5_Custo... @ External heLlocalHost R AllUsers ) Create New Server Publishing
()5 sESFTP Server ... (@alon L FTP @ External olocal Host % Al Users R
e P [ Edit Selected Rule
7 @ i3 p
[f)e  sesFIP Outbou,.. () alow LLFFTR localHost @ Extemnal Al Users % Delete selected Rues
[]7  sesROPServer.. (@ alow LLERDP (Termi... @ Extemal <hlocalHost MRy AllUsers # Move Selected Rules Down
[fls  =BSROP Guthou... () Mow L RDP (Termi.., localHost @) External B Al Users (#) Disable Selected Rules
[F)s  sBsPeTR Outho... (@ alow L PeTR “ilocaltost @ External 2 Al Users
P System Policy Tasks
[ 10 sBs smtp Server .. (D alow L sMTp @ External =ilocalHost R all Users = ?:hcy
[ 11 565 WNTP Outbo... () Alow L4 TP i-localHost (@ Extemnal Al Users G Show System Poicy Rules
[F12 S8 POP3 Outbe... () Alow I POP3 - Local Host @ External ) Al Users (#) Export Syst=m Foicy
[ 13 585 smtp outbo,. () Alow L] sMTe localHost @ External A Al Users (3) Import System Policy
= [2] 14 5B5 Locahost Ac... () Alow L] HTTP elocalHost (@) Extemal Al Users
Iﬁ HTTPS Related Tasks
I,_‘,'E Ident [ Define IP Preferences
L e (uoe) (%) Export Frewall Polcy
[#]15 sBSProtected M. (@ Alow [LLalloutbou... < All Protected... < All Protecte... B Allusers  — (3) Import Frewal Policy
= [2]16 5BS Micrasoft Up. . () Mlow L] HTTP <l 8l Pratected. . [] Microsoft Er... 8 all Users
lﬁ HTTPS [i5 svstem Pali...
||‘_T| 17 565 Internet Acc... (2 Alow L Al Outbou... <% Al Protected... @ External R sBS Iniemetu -
4
O

» Wpisujemy Aktualizacja Arcabit i wciskamy przycisk ,Dalej”:
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New Access Rule Wizard x|

Welcome to the New Access Rule

Microsoft A Wizard

Internet Security &

Acceleration 2004
Thig wizard helpz you create a new access e, Access
rules define the action that iz taken, and the protocols that
may be uged, when specified clents from one network,
attempt to access specific destinations or content on
another network,

.
[ —

--- i
- IAktuaIizacia arcabit

To continue, click Next.

< Wistenz I Dalej > I Aniluj

* Zaznaczamy opcje ,Allow” i wciskamy przycisk ,Dalej™

New Access Rule Wizard x|

Rule Action

Select how client requests for contert from the specified destination are dealt with
if the conditions specified in the rule are met.

Action o take when ule conditions are met;
¥ Bl
" Deny

< Wistecz I Dalej » I Aniluj |

* Wybieramy ,, This rule applies to: Selected protocols” i wciskamy przycisk ,Add...”.
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New Access Rule Wizard x|

Protocols
Select the protocols thiz rule applies to.

Thiz rule applies to:

Selected protocols

Pratocols:

dd

e |
[ fenee |
_ Pt |

Edit..

Hemawe

Ports...

< Wistecz I Dalej > I Aniluj |

* Rozwijamy gataz ,Web”, wybieramy ,,HTTP”, po czym wciskamy przycisk ,Add”:

Add Protocols

Protocols:

[x

Mew - Edit,.. Delete

[ Commaon Prokocols
[ Infrastructure
[ mail
[ Insktant Messaging
[ Remote Terminal
[ Streaming Media
[ ¥PM and IPSec
L5 web

L Fre

ﬂ;'g,ﬂ_ FTP Setver

L

LiE HrTRS

L' HTTPS Server
[ User-Defined
[ Authentication
[ Server Prokocals
[ all Prokocols

Add Close |

* Wybieramy ,,HTTPS”, po czym wciskamy przyciski ,Add” i ,Close”:
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Add Protocols x|

Protocols:

Mew - Edit,.. Delete

[ Common Protocals
[ Infrastructure
3 mMai
[ Instant Messaging
[ remaote Terminal
[ streaming Media
[ ¥PM and IPSec
=l L5 web

L Fre

u-;!!ﬂ FTP Setver

L HrTe

L.

L'} HTTPS Server
[ User-Defined
[ authentication
[ Server Protocols
3 all Protocals

Add Close

» Wciskamy przycisk ,Dalej”:

New Access Rule Wizard x|

Protocols
Select the protacals thiz rule applies to.

Thiz rule applies to:

I Selected protocolz

Pratocols:

LiHTTP fidd
L HTTPS

Edit...

FHemave

Portz...

< Wistecz Aniluj

1 EEE

» Wciskamy przycisk ,Add...”
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New Access Rule Wizard x|

Access Rule Sources
Thisg rule will apply to traffic orginating from the sources specified in thiz page.

Thiz rule applies to traffic from these sources:

Add...

Edit:..

Bemaoyve

i

< Wistecz I Dalej > I Aniluj |

* Rozwijamy gataz ,,Networks”, wybieramy ,,Internal” i wciskamy przycisk ,Add”:

Add Network Entities x|

Metwark entities;

Mew - Edit,.. Delete

= L= Metworks
a' External
S Inicrnal
== Local Host
== Quarantined YPH Clients
C5 WPN Clients
[ Metwork Sets
[ Computers
[ Address Ranges
[ Subnets
[ Computer Sets

Add Close |

* Wybieramy ,local Host”, po czym wciskamy przyciski ,Add” i ,Close”:
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Add Network Entities x|

Metwark entities;

Mew - Edit,.. Delete

El [ Metwoarks
'a' External
== Inkernal
Local Host
== Quarantined YPH Clients
L0 WPM Clients
[ Metwork Sets
[ Computers
[ address Ranges
[ Subnets
[ Computer Sets

Add Close

» Wciskamy przycisk ,Dalej”:

New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply ta traffic orginating from the sources specified in thiz page.

This rule applies to traffic from these sources:

=L |mternal Add...

=l L ocal Host
ocal Hos Edit

Hemayve

i

< Wistecz

Aniluj |

» Wciskamy przycisk ,Add...”
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New Access Rule Wizard x|

Access Aule Destinations
Thig rule will apply to traffic zent from the rule zources to the destinations zpecified

in thiz page.

Thizs rule applies to traffic sent to these destinations:

Add...

Edit:..

i

Bemaoyve

< Wistecz I Dalej > I Aniluj |

» Rozwijamy gataz ,,Networks”, wybieramy ,,External”, po czym wciskamy przyciski ,,Add”
i ,Close™

Add Network Entities x|

Metwark entities;

Mew - Edi... Delete

= L= Metworks
" External
== Inkernal
== Local Host
== Quarantined YPH Clients
4 YPM Clients
[ Metwork Sets
[ Computers
[ Address Ranges
[ Subnets
[ Domain Name Sets
[ URL Sets
[ Computer Sets

add Close

» Wciskamy przycisk ,Dalej” az do konca kreatora:
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Mew Access Rule Wizard

|

Access Aule Destinations
Thig rule will apply to traffic zent from the rule zources to the destinations zpecified
in thiz page.

Thizs rule applies to traffic sent to these destinations:

a' External Add...

Edit:..

Bemaoyve

i

< Wistecz

New Access Rule Wizard

Uszer Sets
You can apply the rile to requests from all ugers, Or, you can imit access to
specific user sets.

This rule applies to requests from the following user sets:

T All Users Add...

Edit:..

Bemayve

i

< Wstecz

Aniluj

» Konczymy dziatanie kreatora wciskajgc przycisk ,Zakoncz”:

New Access Rule Wizard

Completing the New Access Rule
Wizard

Yaou have successfully completed the New Access Rule
Wizard. The new Access Fule will have the following
configuration:

Microsoft .
In X
Acceleration

&
2004

Mame:
Aktualizacia arcabit
Action:
Al
T raffic:
HTTF
Sounze:
Internal:Local Host
Drestination:
External
Accepted user sets:

=l

Tao cloze the wizard, click Finizh.

|»

<wistecz | Zakoricz |
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» U gory ekranu wybieramy ,,Apply” by zmiany zostaly zastosowane:

Microsoft Internet Security and Acceleration Server 2004 _18] x|
Plik  Akcja  Widok  Pomac
& | RED LDFXD® O3
[ Microsoft Internet Security and Accele irkrwwﬂ‘ &
kg server Int Security.
I;_E Moritorin Acceleration Server 2004 Firewall Policy
H s Standard Ediion
=3 Vitual Private Networks (¥PH) 1y _Apply Discard | To save changes and update the configuration, cick Apply.
S5 Canfiguration
/ el pohcy Ny Tasks (R}
0. 4| Hame | Action | Protocals | From f Listener | To | Condition -
= L 4]1 Aktuslizacja arcabit () Alow L HTTP - Internal @ External B all Users Firewall Policy Tasks
i <l Local Host {51 Create New Access Rule
[#]2  =BSLocahost Dh... (@ Alow I DHCP (reply) @ External bolocalHost 2 All Users 53 Publish a Web Server
B efl3 S5 R Web p... (2 Alow l_‘;% HTTP (59585 Web list... |a] publishing.s... % All Users (51 Publish a Secure Web Server
[ 5 Publish a Mal server
S afla 58S OwawebP... (@ alow L HTTR (79585 Web list... [a] publishing.s... % Al Users {3 Create New Server Publishing
lﬁmws Rule
[2]s  ses rww Inbou.,. () Alow 1 585_Custo... @ Extemal ZhlocalHost Al Users [ Edit Select=d Rule
(6 sBSFTP Server ... (Qalon LjFTP @ External localHost R Al Users e
B # Move selectad Rules Down
[E)7  sesFTP Outbou... (@ Alow LEFTP JlocalHost @ BExternal % Al Users ® s
e i ted Rules
[f)e  sesroPserver.. (@ Alow L5 ROP (Temi... @ Extemal blocalHost R ll Users
[Gls  sBSROP Guthou... () Mow L] RDP (Termi... localHost @) External Al Users System Policy Tasks
()10 sBS PRTP Outbo... (@ Alow L peTe Slocalost  @BExemal R AllUsers b EE
- Policy Rules
[BJ 11 565 Smtp Server ... () Alow L] sMTR @ External blocalHost R All Users @
- & (%) Export System Policy
- @ ),
(212 585 WNTP Outbe... () Alow LT TR iolocalHost @ External A4l Users @) ImportSystem Poicy
[ 13 585 POP3 Outbo... () Alow L4 Pop3 i-localHost (@ Extemal M AlUsers —
(B 14 585 Smep Outbo... () Alow L TP localtost  @Exemal @ AllUsers Related Tasks
4 Define IP Preferences
= [2]15 585 Locahost Ac... (@ Alow LI HTTR localHost @ External Al Users &
B HrTes (® Export Firewall Policy
l“’-ﬁ Ident (3) Import Frewal Policy
lﬁr\np {UDP)
‘ < il

[Gotowe |
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